Abstract-Recent studies show the increasing popularity of distributed cloud applications, which are composed of multiple microservices. Besides their known benefits, microservice architecture also enables to mix and match cloud applications and Network Function Virtualization (NFV) services (service chains), which are composed of Virtual Network Functions (VNFs). Provisioning complex services containing VNFs and microservices in a combined NFV/cloud platform can enhance service quality and optimise cost. Such a platform can be based on the multicloud concept. However, current multi-cloud solutions do not support NFV requirements, making them inadequate to support complex services. In this paper, we investigate these challenges and propose a solution for jointly managing and orchestrating microservices and virtual network functions.
I. INTRODUCTION
Today's cloud applications are commonly developed using a microservice architecture. In this architecture, individual software components of an application are implemented as separate lightweight functional blocks, called microservices [1] . This type of application can also smooth the road to the realisation of Distributed Cloud Computing (DCC) where microservices of a cloud application are deployed on geographically distributed micro data centres instead of on a single data centre.
Following the concept of cloud computing, Network Function Virtualization (NFV) has emerged. It aims at cloudifing network services that are conventionally provided by dedicated hardware. Similar to microservice-based or distributed cloud applications, NFV services consist of a set of distributed virtualised Network Functions (NFs) that are chained together to deliver a network service (e.g., Residential Gateway).
The distributed structure of NFV services and distributed cloud applications allows to mix and match VNFs and microservices. Such combined services, which we call complex services, can have remarkable benefits for actors (users, service and infrastructure providers) involved in both NFV and cloud ecosystems such as cost optimisation and service quality improvement [2] . An example of complex services (Fig. 1) is a cloud application that includes a load balancer that spreads the load among application back-end instances and also a firewall that filters incoming requests to the application frontend. Since firewall and load balancer are network functions, they can have a better performance in NFV environments. However, the fact that the current cloud and NFV platforms are not designed to support requirements of services from the opposite family makes the provisioning of complex services rather challenging. Some of the reasons for having different designs for cloud and NFV platforms are as follows:
• Packet processing is the main functionality of VNFs involved in NFV services, which should be performed as fast as possible using technologies such as Data Plane Development Kit (DPDK) [3] . However, the majority of cloud applications do not need to bother with packet processing as it is not their primary objective.
• Providing WAN connectivity is one of the essential tasks of an NFV manager to provide service chaining for network services that are geographically distributed. However, in cloud ecosystems, providing WAN connectivity is not crucial and is therefore typically not offered by cloud management system such as OpenStack.
• The workload composition is also different in NFV and cloud ecosystems. While service chaining is used to combine VNFs in an NFV ecosystem, choreography/orchestration is used to connect microservices in a Cloud ecosystem.
A management and orchestration system that can join two ecosystems and manage all the differences can complement the shortcomings of cloud and NFV platforms in providing network functions and microservices, respectively. To this end, in this paper, we propose a multi-cloud solution that unifies NFV and Cloud ecosystems.
The paper is structured as follows. In Section II, we shortlist the candidate solutions. In Section III, the proposed solution is explained, and finally, in Section IV, we highlight our conclusion.
II. CANDIDATE SOLUTIONS
An environment where NFV and cloud platforms can interwork with each other could mitigate the challenge of provisioning complex services. This could be realised by leveraging Multi-cloud [2] solutions, which allow VNFs and microservices to be deployed on their respective platforms. Multi-cloud is an environment that uses the resources of multiple clouds (e.g., Amazon EC2, Windows Azure) to deploy a cloud application. Some of the goals of multi-cloud are to deal with peaks in service and resource requests, minimise cost, improve quality and availability, and avoid cloud provider lock-in [2] , which are similar to the objectives of providing complex services.
Although Multi-cloud can help the deployment of complex services in a combined NFV and cloud infrastructure, it cannot provide a comprehensive solution. Current multicloud solutions do not support NFV requirements, making them unsuitable for deployment and management of complex services.
Terraform [4] , a multi-cloud solution that can handle crosscloud dependencies, supports most of the cloud management systems such as OpenStack, K8, and AWS. However, Terraform does not provide service chaining and WAN connectivity that is required for NFV services. Cloudify [5] (another multi-cloud solution) is a composed NFV and cloud management and orchestration system. It supports the deployment of cloud and NFV services on multiple cloud infrastructures such as AWS and OpenStack. However, Cloudify does not allow the deployment of an application on multiple clouds at the same time [6] , which makes it inadequate to manage and orchestrate complex services.
III. PROPOSED SOLUTION
Our solution is to consolidate current multi-cloud and NFV tools to deploy, manage, and orchestrate complex services. To this end, in our architecture (Fig. 2) , we combine SONATA [7] , a network service development and orchestration platform, with Terraform. SONATA's orchestrator allows services to be managed based on their specific requirements. This is a valuable functionality for complex services which have management requirements other than conventional network/cloud services/applications. SONATA employs infrastructure and Open vSwitch (OVS) adaptors to provide service chaining and WAN connectivity, respectively. However, the infrastructure adaptor only supports OpenStack and deploys services based on the NFV services requirements. To solve this issue, we use Terraform to provide any cloud infrastructure for deploying microservices. Combining Terraform with SONATA infrastructure and OVS adaptors provides a unified NFV and cloud infrastructure that can be used by the orchestrator to deploy complex services.
Gathering the current tools and technologies for providing such an environment offers advantages such as reusability improvement and reducing maintenance overhead.
Our ongoing work includes the definition of a joint descriptor that can be used to describe both microservices and VNFs, as well as their dependencies, providing auto-scaling, and finding out the best way to distribute the life cycle management tasks between the orchestrator and management systems.
IV. CONCLUSION
We investigated the overlooked area of managing and orchestrating complex services composed of VNFs and microservices. Reviewing the literature, we found that running complex services in a multi-NFV/cloud environment can have remarkable benefits for actors involved in both NFV and cloud ecosystems by reducing cost and improving the service quality. Our proposed solution for providing such an environment is to leverage tools and technologies that are used to realise multicloud environments. To this end, we are building a service platform that combines an NFV management and orchestration tool, SONATA, with a multi-cloud tool, Terraform. This combination provides a joint NFV and Cloud environment that can be used to deploy and manage complex services.
Our future work will be extending the proposed environment to support other cloud and NFV platforms to realise the deployment of complex services on any cloud infrastructure.
